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QUESTION 1
Certkiller .com has stated the following security requirement:
Are need to provide certain groups of users with special identification, so that they can
get at sensitive data that other users cannot.
This is an indication of a requirement leading to which two types of security scenarios?
(Choose two.)
A. Authorization
B. Provisioning
C. Single sign-on
D. Risk management
E. Intrusion detection
Answer: A,B
QUESTION 2
Click the Exhibit button to view Scenario A.
Which of these products would be used to intercept all system calls to the financial
systems data, offering a layer of protection around the financial systems databases?

A. IBM Tivoli Access Manager
B. IBM Tivoli Privacy Manager
C. IBM Tivoli Risk Manager
D. IBM Tivoli Identity Manager
Answer: B
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QUESTION 3
Which IBM Tivoli Product offers a component that is a point of contact for incoming
federation requests?
A. IBM Tivoli Identity Manager
B. IBM Tivoli Access Manager
C. IBM Tivoli Privacy Manager
D. IBM Tivoli Risk Manager
Answer: B
QUESTION 4
As you analyze Certkiller .com business processes, you focus on a subset dealing with
cross-enterprise Web transactions, both HTML- and SOAP-based. Which three
corresponding security requirements can be addressed by IBM Tivoli Federated Identity
Manager? (Choose three.)
A. Federated (cross-enterprise) authorization of access to Web resources (SOAP and
HTML)
B. Federated (cross-enterprise) provisioning of users
C. Federated (cross-enterprise) assurance of compliance for both enterprises?desktops
and servers
D. Federated (cross-enterprise) authorization of access to Web resources (HTML only)
E. Federated (cross-enterprise) Web single sign-on
F. Federated (cross-enterprise) authorization of access to Web resources (SOAP only)
Answer: A,B,E
QUESTION 5
What is important when considering security audit/compliance scenarios?
A. Avoid considering all rules, regulations, laws and internal customer requirements, as
this can consume a lot of time while not yielding much useful information.
B. Align the scope with the capabilities of Tivoli Security Compliance Manager
compliance of servers and desktops to stated security policies.
C. Avoid consolidating audit information, as that can dilute the value of the collected
information and possibly render it useless.
D. Consider compliance from multiple points of view, including desktop security, server
security, access control policy, provisioning policy, authentication policy and risk
management policy.
Answer: D
QUESTION 6
You are documenting a recommended future direction for a current customer of IBM
Tivoli identity, access, risk and compliance solutions. The customer has implemented
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